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 Abstract: Introduction: Intrusion detection systems play a key role in system security by identify-
ing potential attacks and giving appropriate responses. As new attacks are always emerging, intru-
sion detection systems must adapt to these attacks, and more work is continuously needed to devel-
op and propose new methods and techniques that can improve efficient and effective adaptive intru-
sion systems. Feature selection is one of the challenging areas that need more work because of its 
importance and impact on the performance of intrusion detection systems. This paper applies an 
evolutionary search algorithm in feature subset selection for intrusion detection systems. 

Methods: The evolutionary search algorithm for the feature subset selection is applied and two clas-
sifiers are used, Naïve Bayes and decision tree J48, to evaluate system performance before and after 
features selection. NSL-KDD dataset and its subsets are used in all evaluation experiments. 

Results: The results show that feature selection using the evolutionary search algorithm enhances 
the intrusion detection system with respect to detection accuracy and detection of unknown attacks. 
Furthermore, time performance is achieved by reducing training time, which is reflected positively 
in overall system performance. 

Discussion: The evolutionary search applied to select IDS algorithm features can be developed by 
modifying and enhancing mutation and crossover operators and applying new enhanced techniques 
in the selection process, which can give better results and enhance the performance of intrusion de-
tection for rare and complicated attacks. 

Conclusion: The evolutionary search algorithm is applied to find the best subset of features for the 
intrusion detection system. In conclusion, it is a promising approach to be used as a feature selection 
method for intrusion detection. The results showed better performance for the intrusion detection 
system in terms of accuracy and detection rate.�
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1. INTRODUCTION 

 With the rapid development of the internet every day, 
there is an urgent and never-ending need to increase the se-
curity of systems and applications to protect valuable infor-
mation from attacks. Intrusion Detection Systems (IDS) are 
important tools that are widely used to ensure network secu-
rity. They protect computers from attacks by detecting and 
identifying unauthorized use, modification, and destruction 
of data. IDS help identify unusual activities and odd  
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behavior from the normal behavior from monitored data and 
recognize known attacks within a network [1-4].  

Networking attacks can be classified into one of four 
network attack categories [5]:  

1. Denial of Service (DoS): a network attack that 
seeks to make a machine or network resource una-
vailable to its intended users by making the com-
puting or memory resource too busy or too full, 
which can be executed by flooding the resource 
with useless traffic or sending information that 
causes a crash. Many attacks are classified as DoS 
attacks such as smurf, apache2, pod, and ping of 
death. 

2666-2566/21 $65.00+.00 © 2021 Bentham Science Publishers 

http://crossmark.crossref.org/dialog/?doi=10.2174/2666255813999200821162547&domain=pdf


1382    Recent Advances in Computer Science and Communications, 2021, Vol. 14, No. 5 Saqqa et al. 

2. Probing: an attack in which the machine or net-
work is scanned to determine weaknesses or vul-
nerabilities to be exploited later, such as saint, sa-
tan, nmap, portsweep, and mscan attacks. 

3. Remote to User Attacks (R2L): an attack that tar-
gets one or more network resources by which at-
tackers gain unauthorized access to network re-
sources and try to find vulnerable points that can 
be used to access the network or the system in sub-
sequent secondary attacks, such as xnsnoop, send-
mail, xlock, and phf. 

4. User to Root Attacks (U2R): this attack starts with 
legal access to a local machine and then attempts to 
abuse the system vulnerabilities to obtain super 
privileges or root access, such as a rootkit, ps, and 
perl attacks. 

There are different approaches that are applied for IDS. 
The machine learning approach is followed to detect intru-
sion using various classification techniques using training 
and testing phases. The model is built then it is used to clas-
sify unknown data. Supervised, unsupervised, and hybrid 
machine learning approaches are applied for IDS [6]. How-
ever, feature selection is an important step that precedes 
building models in machine learning and which plays a role 
in enhancing classification and prediction. Many intrusion 
detection models have been developed with feature selection 
and classification techniques. Feature selection is an IDS 
preprocessing step concerned with selecting the optimal sub-
sets of the features that represent the entire dataset. In recent 
years, due to large data sets containing a wide range of fea-
tures, the selection of features is taken into consideration. 
Different selection techniques are used for intrusion detec-
tion systems because of their advantages, especially for clas-
sification results and time performance. The irrelevant and 
redundant features in a dataset may cause inaccurate predic-
tion results and slow down the process of prediction or clas-
sification, so feature selection techniques play an important 
role not only to reduce processing time but also to select 
subsets of the feature that can work with a classifier to give 
higher classification results [7]. Since feature selection is 
deemed necessary to enhance the performance of IDS, it 
follows that there is a need for applying a variety of feature 
selection techniques. In this paper, we use the evolutionary 
search algorithm implemented by [8] to find the optimal sub-
set of features for IDS using the most widely used dataset 
(NSL-KDD) with two classifiers to evaluate system perfor-
mance: Naïve Bayes and decision tree J48. 

The rest of the paper is organized as follows. Related 
work is presented in section two. Section three introduces the 
evolutionary search. The experiments are explained in sec-
tion four.  

2. RELATED WORK 

A significant amount of research has been conducted in 
the literature to develop IDS that help to achieve better net-
work security, most of which used various feature selection 
techniques [9, 10]. Chae et al. [11] proposed a new feature 
selection method using feature average of total and each 

class data utilizing attribute ratio, calculated by frequency 
and mean of features. They compared their method with 
three feature selection methods: correlation-based feature 
selection, information gain, and gain ratio using J48 decision 
tree classifier. The evaluation results showed that their new 
feature selection performed much better than other selection 
methods. Naïve Bayes classifier has been used to evaluate 
the performance of IDS using a suggested feature selection 
method named Feature Vitality Based Reduction Method 
(FVBRM), in comparison with other feature reduction meth-
ods, correlation-based feature selection, information gain and 
gain ratio [12]. FVBRM method was found to enhance clas-
sification accuracy more than the correlation-based method, 
but it needed more time. Good performance was also 
achieved for IDS using Artificial Neural Network (ANN) [13] 
and Ant Tree Miner (ATM) classifier [14]. 

A hybrid model for intrusion detection was developed by 
[15], consisting of different classifiers that help in dimen-
sionality reduction and accuracy improvement. Another in-
trusion detection model was proposed by [16] with chi-
square feature selection and multi-class Support Vector Ma-
chine (SVM), tested on the KDD-NSL dataset. The model 
gave a better detection rate and reduced false alarm rate; 
moreover, it reduced the training and testing time. Least 
Square Support Vector Machine based IDS (LSSVM-IDS), 
built by [17], used a feature selection method named Flexible 
Mutual Information Feature Selection (FMIFS), which 
ranked the features in terms of their relevance. They investi-
gated the performance of their model with the KDD Cup 99, 
NSL-KDD, and Kyoto 2006+ datasets. The evaluation re-
sults showed that the model achieved better accuracy com-
pared with other methods. Pham et al. [18] improved the 
performance of IDS using an ensemble model based on bag-
ging and boosting ensemble techniques using tree-based 
classifiers as a base classifier. They used FVBRM and gain 
ratio methods for feature reduction. For feature selection, 
they extracted 25 features using FVBRM and 35 features 
using gain ratio. Their findings showed that the bagging en-
semble model with J48 as the base classifier achieved the 
best classification accuracy when working with 35 features. 

3. EVOLUTIONARY SEARCH 

 The evolutionary algorithm can be used to select features; 
it helps to explore the space of features by looking for a good 
subset in order to improve the classification accuracy of su-
pervised learning techniques in classification problems 
where a large number of features are involved [19]. Evolu-
tionary search is based on a genetic algorithm inspired by the 
natural evolution process. It is a population-based algorithm 
that starts with a pool of randomly generated solutions, 
named chromosomes, then the genetic algorithm finds the 
chromosomes and checks them to identify those with higher 
objective function values. These chromosomes are consid-
ered optimum for the reproduction phase, to hopefully re-
produce a better solution (new chromosome). This process of 
reproduction is named the crossover and mutation process. 
The new chromosome will be reevaluated and the same pro-
cesses will be reiterated as previously to find the best evalua-
tion value over all the generated chromosomes; each genera-
tion of new chromosomes is called an iteration or generation. 
Each iteration generates a new population of solutions; these 
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solutions are still evaluated until it reaches the best optimum 
evaluation values [20, 21]. Fig. (1) shows the general scheme 
of the evolutionary algorithm [22]. 

 
Fig. (1). A general scheme of the evolutionary algorithm. 

In this research, the evolutionary search algorithm im-
plemented by Valero [8] is applied. It performs attribute se-
lection and implements an evolutionary algorithm that en-
codes individuals (solutions to the problem) with a constant 
length vector of bits �, where: � �  denotes that the ��� at-
tribute has been selected, and � � � � means the opposite 
[23], as shown in Fig. (2). Evolutionary search has five main 
terminologies: population, number of generations, selection 
process, crossover process, and mutation process. The popu-
lation is a set of individuals, which must be finite. The num-
ber of generations is the number of iterations. Each genera-
tion of a new individual is called an iteration or generation. 
Each iteration generates a new population of solutions; these 
solutions are still evaluated until it reaches the best optimum 
evaluation values. The selection process is a mechanism to 
select the best individuals over all of the population based on 
the evaluation function’s resulting values. There are different 
techniques for selection, such as tournament selection, 
whereby a set of chromosomes or individuals are selected 
randomly from the population, then these individuals are 
ranked according to their relative fitness, then the fittest one 
wins the tournament and is selected as a parent for the next 
operation crossover [24]. The crossover process is the pro-
cess of dividing the individual into two parts based on some 
criteria for two individuals, then switching the divided parts 
between these individuals. Single-point crossover is a classi-

cal technique used to perform crossover, in which a point in 
each parent is chosen randomly, and the bits of the right of 
that point are swapped between the two parents to produce 
new offspring. The mutation process is applied to the indi-
vidual to give it some new values compared with the parent 
individuals. The flip-bit mutation operator is one of the sim-
plest mutation operators, which simply inverts the value of 
the chosen bit (i.e. 0 goes to 1 and 1 goes to 0). 

4. EXPERIMENTS/ METHODOLOGY 

4.1. Dataset Description

For experiments NSL-KDD dataset is used [25]. NSL-
KDD was introduced by Tavallaee [26]. It was selected in 
this work for different reasons. It is a revised version of the 
KDD Cup99 dataset, which is the most widely used. It is a 
standard and common benchmark for IDS evaluation [27]. 

Fig. (2). Binary encoding for individuals in the evolutionary algo-
rithm. 

 
NSL-KDD solves some problems in KDD Cup99, in-

cluding the large number of redundant records in training 
and testing datasets in the latter, by removing the redundant 
records, so the classifiers are not biased towards more fre-
quent records [28, 29]. Moreover, the numbers of records in 
the training and testing are reasonable, which allows running 
the experiments on the complete dataset. In each record of 
NSL-KDD, the number of features is 41 features,), as shown 
in Table 1. As in the case of KddCup99, and each record is 
labeled as either normal (normal traffic) or abnormal (mali-
cious traffic. NSL-KDD dataset contains Full-KDDTrain, 
which contains all records of the dataset. NSL-KDD dataset 
also includes four sub-datasets of four types of attacks: DoS, 
Probe, R2L, and U2R, as shown in Table 2. The dataset cat-
egories are changed to numerical values, and nominal fields 
are represented in numeric categories instead of text. The 
connection in the dataset is represented by many features, 
not all of which are needed to build IDS, so the most in-
formative features of traffic data are selected to enhance the 
performance.

4.2. Experimental Settings 

4.2.1. Environment 

Weka 3.8.1 Package was used for experiments, and all 
experiments were carried out on a PC with 8 GB RAM and 
Intel Core i3-3217U CPU 1.8 GHz. Experiments were run on 
KDDTrain20 and sub-datasets per attack type, as shown in 
Table 2. To evaluate the classification performance on these 
feature sets, we chose the Naive Bayes and decision tree J48 
classifiers. 10-fold cross-validation was used to evaluate the 
classifiers, in which the data is divided into ten subsets, then in 
each of ten experiments the classifier is trained on all except
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Table 1. Features description in the NSL-KDD dataset. 

# Feature Name # Feature Name 

F1 duration F22 serror_rate 

F2 src_bytes F23 srv_serror_rate 

F3 dst_bytes F24 rerror_rate 

F4  land F25 srv_rerror_rate 

F5 wrong_fragment F26 same_srv_rate 

F6 urgent F27 diff_srv_rate 

F7 hot F28 srv_diff_host_rate 

F8 num_failed_logins F29 dst_host_count 

F9 logged in F30 dst_host_srv_count 

F10 num_compromised F31 dst_host_same_srv_rate 

F11 root_shell F32 dst_host_diff_srv_rate 

F12 su_attempted F33 dst_host_same_src_port_rate 

F13 num_root F34 dst_host_srv_diff_host_rate 

F14 num_file_creations F35 dst_host_serror_rate 

F15 num_shells F36 dst_host_srv_serror_rate 

F16 num_access_files F37 dst_host_rerror_rate 

F17 num_outbound_cmds F38 dst_host_srv_rerror_rate 

F18 is_host_login F39 protocol_type 

F19 is_guest_login F40 service 

F20 count F41 flag 

F21 srv_count 

Table 2. The number of records in each used dataset. 

Dataset  No. of Features Normal Abnormal Total 

Full -KDDTrain 41 13449 11743 25192 

DoS 41 13449 9234 22683 

Probe 41 13449 2289 15738 

R2L 41 13449 209 13658 

U2R 41 13449 11 13460 

Table 3. Confusion matrix. 

Class Predicted Abnormal Predicted Normal 

Actual Abnormal TP FN 

Actual Normal FP TN 
 
one of the subsets. The testing is held on the subset, which is 
not used for training, then the accuracy of the classifier mod-
el is evaluated by calculating the average of accuracies ob-
tained in all ten cases of cross-validation. 
4.2.2. Performance Measures 

To measure the performance of classifiers, the following 
evaluation metrics are used (eqs. 1-3): 

�������� �
�����

�����������
�����������������������������������             (1) 

��������������� �� �
��

�����
�����������������������������������     (2) 

� �������� �
����

����������
��������������������������������������       (3) 

Where TP, TN, FP, and FN are true positive, true nega-
tive, false positive, and false negative, respectively. As 
shown in the confusion matrix illustrated in Table 3, TP oc-
curs in the case that an event is correctly determined as ab-
normal (intrusion); TN occurs when an event is correctly 
determined as normal; FN occurs when an event is deter-
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mined as normal, but it is in actuality abnormal; and FP oc-
curs when an event is determined as abnormal when it is 
actually normal. 

4.2.3. Parameter Settings 

In our experiments, we used the default parameters set-
tings of evolutionary search as determined by the previous 
implementation in the literature [8]. For a crossover, the sin-
gle-point operator is used, with a rate that equals 0.6. A total 
of 20 generations (iterations) is considered as a stopping 
criterion of the algorithm; the number of population equals 
20. The initialization operator is random. For the mutation 
process, the bit flip is used with 1.0 rate. The selection op-
erator is tournament selection. 

5. RESULTS ANALYSIS AND DISCUSSION 

The performance was evaluated before feature selection 
and after feature selection. WEKA CfsSubsetEval feature 
evaluator was used, which evaluates the worth of a subset of 
features by considering the individual predictive ability of 
each feature along with the degree of redundancy between 
features. Two classifiers were used, Naïve Bayes and deci-
sion tree J48, to evaluate system performance before and 
after features selection. Full-KDDTrain dataset and the four 
sub-datasets per attacks were used in experiments. 

Table 4 represents the selected features after applying the 
evolutionary search. It can be seen that 19 features were se-
lected for Full-KDDTrain, DoS, and R2L. For the Probe sub 
dataset the number of features is 17, and 12 features were 
selected for U2R. The number of features selected in each 
dataset differs due to the variety of dataset records, and the 
evolutionary search selecting the most relevant and im-
portant features according to records data.  

In the experiments, we reported evaluation accuracy and 
detection rate for the full-train dataset and sub-datasets for 
each attack before and after the feature selection. The eval-
uation results using the Naïve Bayes classifier are shown in 
Table 5. The results indicate that the use of the evolutionary 
research algorithm shows promising results in terms of accu-
racy, detection rate, and f-measure. Performance improve-
ments are achieved in terms of accuracy for the Full-Train 
(1%), DoS (0.25%), Probe (2.65%), and R2L (0.94%) at-
tacks, compared to the no feature selection scenario. Howev-
er, there is no enhancement for U2R, which could be at-
tributable to the number of abnormal records of this type of 
attack being relatively small, so the data is not well repre-
sented for this type of attack. As shown in Table 6, the eval-
uation results using the J48 classifier also show improvement 
when using the evolutionary search algorithm to select fea-
tures using a J48. Moreover, as shown from Tables 5 and 6, 
J48 outperforms the Naïve Bayes classifier in terms of accu-
racy, detection rate, and f-measure, consistent with the J48 
classifier results in the literature [15]. 

Table 4. The selected features in each dataset using the evolutionary search. 

Training Dataset # Features 

Full-Train 19 f2,f3,f4,f5,f9,f12,f15,f22,f23,f26,f27,f28,f29,f30,f31,f34,f39,f40,f41 

Dos 19 f2,f3,f5,f8,f9,f12,f16,f20,f22,f23,f26,f27,f28,f29,f30,f34,f35,f40,f41 

Probe 17 f2,f3,f7,f9,f16,f24,f27,f29,f30,f33,f34,f36,f37,f38,f39,f40,f41 

R2L 19 f2,f3,f7,f8,f9,f11,f18,f19,f20,f21,f22,f28,f29,f30,f33,f34,f35,f39,f41 

U2R 12 f1,f4,f6,f7,f10,f11,f14,f24,f28,f30,f33,f40 

Table 5. Naïve bayes results for datasets before and after feature selection. 

- Accuracy Detection Rate F-Measure 

Full-Train 89.59 0.9124 0.9034 

Full-Train (FS) 90.59 0.9427 0.9145 

DoS 96.36 0.9657 0.9692 

DoS (FS) 96.61 0.9687 0.9714 

Probe 88.85 0.8822 0.9311 

Probe (FS) 91.51 0.9085 0.9480 

R2L 94.19 0.9420 0.9696 

R2L (FS) 95.13 0.9517 0.9746 

U2R 90.31 0.9033 0.9488 

U2R (FS) 89.36 0.8936 0.9436 
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Table 6. J48 results for datasets before and after feature selection. 

- Accuracy Detection Rate F-Measure 

Full-Train 99.54 0.9954 0.9957 

Full-Train (FS) 99.47 0.9955 0.9951 

DoS 99.89 0.9991 0.9991 

DoS (FS) 99.92 0.9994 0.9993 

Probe 99.67 0.99.88 0.9981 

Probe (FS) 99.68 0.9991 0.9981 

R2L 99.76 0.9994 0.9988 

R2L (FS) 99.76 0.9994 0.9988 

U2R 99.94 1 0.9997 

U2R (FS) 99.94 1 0.9997 

Fig. (3). Training time for naïve bayes classifier before and after feature selection. (A higher resolution / colour version of this figure is avail-
able in the electronic copy of the article). 

 
Evolutionary searching also achieves computation effi-

ciency. As shown in Figs. (3 and 4), the training time is re-
duced when using an evolutionary search in the selection of 
a feature compared to the training time when using all fea-
tures, which is positively reflected in the overall perfor-
mance of the processing. 

To compare the evolutionary search with other feature 
selection methods, we compared the evolutionary search 
with Information Gain (IG) feature selection method, which 
is commonly used in the literature for intrusion detection 

[15, 30, 31]. Figs. (5 and 6) show the performance compari-
son results between evolutionary search and IG feature selec-
tion method in terms of accuracy, evaluated using Naïve 
Bayes and J48 classifiers. It can be seen from the figures that 
there is a slight difference in performance when using evolu-
tionary as compared to the IG method, with the former per-
forming slightly better than the latter for Full-Train, DoS, 
Probe, and R2L attacks. However, as shown in Fig. 5, there 
is no improvement for U2R, which could be attributable to 
the small number of abnormal records of this type of attack, 
as mentioned previously.  
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Fig. (4). Training time for the J48 classifier before and after feature selection. (A higher resolution / colour version of this figure is available 
in the electronic copy of the article). 

 

Fig. (5). Performance comparison of feature selection methods using naïve bayes classifier. (A higher resolution / colour version of this figure 
is available in the electronic copy of the article). 
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Fig. (6). Performance comparison of feature selection methods using J48 classifier. (A higher resolution / colour version of this figure is 
available in the electronic copy of the article). 

CONCLUSION 

IDS are very important in security infrastructure, helping 
detect and identify the intrusion or attack by analyzing net-
work traffic. In this research, we applied an evolutionary 
search algorithm to find the best subset of features for IDS 
using the most widely used dataset, the NSL KDD dataset. 
We used two classifiers to evaluate system performance, Na-
ïve Bayes and J48 classifiers. The results showed better per-
formance for IDS using the evolutionary search algorithm in 
terms of accuracy, detection rate, and f-measure. Moreover, 
time performance was achieved by reducing the training time. 

CURRENT & FUTURE DEVELOPMENTS 

The evolutionary search applied to select IDS algorithm 
features can be developed by modifying and enhancing mu-
tation and crossover operators and applying new enhanced 
techniques in the selection process, which can give better 
results and enhance the performance of intrusion detection 
for rare and complicated attacks. 
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